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ABSTRACT

Quantum key distribution allows for a provably secure transmission of cryptographic keys over an optical chan-
nel. Encoded polarization states or time-bin degree of freedom have been used for successful demonstrations.
However, photon losses in long fibers, slow single photon detectors, and detector dark counts significantly limit
the overall bit rate. Improving key throughput and reducing the overhead of key reconciliation remain as major
challenges. Methods which utilize multiple time bins allow for multiple key bits to be encoded in a single photon,
thus increasing the fidelity of transmitted keys and decreasing the overhead of key reconciliation in real-world
conditions. Previous implementations of these methods required that Alice and Bob share a time reference by
sharing a dedicated classical channel used for synchronization. This work presents a technique that allows two
parties to exchange time-bin encoded photons without the need for synchronized time references. Our technique
uses a framing protocol which allows Alice to encode a time reference along with a key which is determined
by Alice before transmission. Security can be achieved by monitoring the visibility of a pair of Franson in-
terferometers, using decoy pulses and measuring the round trip time between Alice and Bob. The bit rate of
this technique is limited only by the recovery time of the detector and the speed of the modulation electronics.
We experimentally demonstrate a raw bit rate of 5Mb/s over an optical channel with 55dB of loss, which is
competitive with current research. We also demonstrate absolute timing synchronization with an accuracy of
20ps.
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1. INTRODUCTION

Figure 1. Schematic of the equipment required to implement our composite QKD and time synchronization protocol
with full duplex key transmission.
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Since the demonstration of the BB84 protocol,1 quantum key distribution (QKD) has steadily become a 
mainstream method of securely sharing cryptographic information between parties. As more and more devices 
have been connected to the internet in recent years, the need for secure key generation and dissemination has 
grown exponentially. However, QKD speeds have remained relatively slow with most commercial QKD imple-
mentations o↵ering speeds up to 10s of kilobits per second2.3 While these speeds are conducive to small-scale 
applications, enabling a quantum internet and allowing the growing multitude of internet-of-things (IOT) de-
vices to take advantage of QKD will require a significant increase in key transmission speeds and the ability to 
compensate for high link losses over long distances. The main factors limiting the secure bit rates of currently 
available QKD implementations are the use of binary encoding and the use of single photons. Binary encoding 
limits each transmitted pulse of light (of either one or many photons) to carrying a single bit of key information 
while using single photons prevents current QKD implementations from compensating for high fiber losses over 
long distances. These factors combined with the error correction and privacy amplification techniques used to 
generate the final key information lowers the e↵ective bit rate to less than 1 bit per pulse.

Time-bin encoding techniques are an ideal protocol for increasing key transmission speeds as they allow mul-
tiple bits to be encoded in a single pulse by varying the time of arrival. When combined with telecom fibers 
o↵ering a low dispersion and the picosecond timing accuracy achieved by modern time-to-digital converters 
(TDC), the arrival time information is well-preserved over long distances4 and is thus an ideal degree of freedom
to use for encoding more bits. By assigning N time bins in which an incoming pulse can arrive, log2 N bits can 
be transmitted in a single pulse.

Given the inherent advantages of time-bin encoding, many QKD techniques based on time-bin encoding have 
been presented and successfully demonstrated. Islam et. al.5 introduce a time-bin encoding technique which 
achieves 26.2Mb/s over 20km of telecom fiber. This technique su↵ers from the need for Alice and Bob to share 
a dedicated channel used to synchronize their clocks. Jin et. al.6 propose a time-bin QKD implementation for 
free-space channels capable of 154.2 bits/s of secret key generation, however their method also requires an inde-
pendent channel for timing synchronization between Alice and Bob. Boaron et. al. demonstrate a time-bin QKD 
protocol with key generation rates up to 1.5kb/s over 200km of fiber. This protocol also requires a dedicated 
”service channel” used to synchronize Alice and Bob’s clocks. Zhong et. al.7 demonstrate a high-dimensional 
time-bin QKD protocol with bit rates up to 2.7Mb/s over 20km of fiber which uses a pair of Franson interfer-
ometers to secure the generated keys. However this method is also limited by the need for Alice and Bob to 
share a dedicated synchronization channel and the inability of Alice or Bob to decide on the key values before 
transmission. Ali-Kahn et. al. demonstrated a protocol capable of encoding up to 10 bits (with high noise) in 
a single photon, however this too relies on the use of a dedicated synchronization channel.8 Similar schemes 
for high-dimensional key encoding using time-to-frequency conversion have also been presented, however these 
schemes are limited to between 2 and 4 bits per photon (i.e per detector event) with current technology9.10

While time-bin encoded QKD techniques have been shown to solve the low bit rate issues present in older 
QKD protocols without sacrificing security, a fundamental limitation still remains: the need for Alice and Bob to 
synchronize their clocks with sub-nanosecond accuracy before key transmission and the inability to compensate 
for high fiber losses. In laboratory settings, the first limitation is resolved by having Alice and Bob share the 
same clock, while in more practical settings, Alice and Bob share a separate dedicated channel used only for 
timing synchronization. This dedicated synchronization channel increases cost and occupies space in conduits 
which could otherwise be used for additional QKD channels.

We propose a time-bin encoded QKD technique which integrates timing synchronization with picosecond 
accuracy and requires Alice and Bob to share only a single dedicated telecom fiber and an internet connection. 
Our protocol uses three separate security techniques to counter a wide range of eavesdropping attacks, operates 
at the standard 1550 nm telecom wavelength and can overcome high fiber losses by adjusting the photon number 
of each pulse.



2. THEORY OF OPERATION

Figure 2. The structure of the time-bin encoded frames used in our protocol.

2.1 Protocol Overview

Our time-bin based QKD protocol sends strings of key bits in ”frames” which include three components: the 
synchronization pulses, the dead-time, and the encoded pulses. At the beginning of each frame, Alice sends 
a pre-defined number of multiple-photon pulses spaced equally in time to Bob via the fiber link. Each pulse 
represents a tick from Alice’s clock and the start of a series of time-bins in which later encoded pulses will be 
sent. This string of pulses allows Bob to recover enough timing information to extrapolate where Alice’s future 
time-bins will begin so that he can successfully decode the encoded pulses.

After Alice has finished transmitting synchronization pulses, she waits a pre-determined length of time before 
sending the signal photon of a single entangled pair to Bob. If Bob receives this photon and successfully sends 
the idler of an entangled pair generated on his end back to Alice, timing synchronization can be achieved. The 
theoretical accuracy limit of this synchronization is set by the entangled pair generation uncertainty time (typi-
cally on the order of femptoseconds depending on the generation technique11), however in practice this limit is 
set by the input jitter of the TDC used to read out the SNSPDs (typically on the order of 10s of picoseconds). 
This single photon is also used as part of the security implementation discussed later. After transmitting this 
single photon, Alice waits the same amount of time before transmitting any encoded pulses. This portion of the 
protocol, including the single photon transmission, is referred to as the ”dead time”.

After the dead time has finished, Alice begins transmitting encoded pulses, each representing a short string 
of pre-determined key bits, with each of her clock ticks denoting the start of a series of N time bins. Thanks 
to the initial synchronization pulses, Bob knows where Alice’s earlier ticks have happened, and can extrapolate 
the starting positions of the ticks belonging to the encoded pulses. Calculating the di↵erence between these 
extrapolated ticks and the received encoded pulses from Alice allows Bob to determine in which time bins the 
pulses reside and thus decode their value. During transmission, it is possible that some of the initial encoded 
pulses will be lost unbeknownst to Bob. This problem can be overcome by having Alice send a known and 
publicly shared bit stream at the beginning of her transmission, allowing Bob to identify the sequence number 
of each pulse.



2.2 Timing Synchronization

By having both Alice and Bob sending key information to each other over the same fiber, timing synchronization
and path length measurement can be achieved via the Poincaré–Einstein synchronisation protocol with the help
of the entangled pair transmitted during the dead-time of the protocol. In step 1 of the syncronization procedure,
Alice transmits a key frame to Bob. Alice records the arrival time of her signal photon as tAS while Bob records
the arrival time of Alice’s idler photon as tBR . In step 2, Bob used the same fiber link to transmit a key frame to
Alice. Bob records the arrival time of his signal photon as tBS while Alice records the arrival time of Bob’s idler
photon as tAR. In step 3, Alice and Bob publicly share these arrival times with each other and use the following
formulae:

⌧AB = (tBR + tBS � tAR � tAS )/2 (1)

R = ((tAR � tAS )� (tBS � tBR))/2 (2)

where ⌧AB is the time di↵erence between Alice and Bob’s clocks and R is the round trip time of the fiber 
link between Alice and Bob. One of the more di�cult aspects of using single photon detections to implement 
timing synchrionization is determining which TDC counts correspond to the transmitted entangled pairs as single 
photon detectors periodically produce erroneous dark counts, and coincidence measurements cannot be used as 
two separate unsynchronized TDCs are used to perform the measurement. By placing the transmission of the 
entangled pair in a well-defined frame structure, the arrival time (or absence due to absorption) of the entangled 
pair is reliably determined.

2.3 Security Implementation

Secure key transmission is achieved via three mechanisms: decoy states, time-energy entanglement measure-
ments, and round-trip time measurements. Decoy states12 are a widely used security protocol amongst QKD 
implementations and are e↵ective against photon number splitting attacks. While Alice is transmitting synchro-
nization and encoded pulses to Bob, she randomly varies the intensity of each pulse. After key transmission is 
complete, she publicly announces the intensities associated with each transmitted pulse, allowing Bob to calcu-
late the loss rate as a function of pulse intensity. If an eavesdropper is present in the link between Alice and 
Bob, then the lower intensity pulses will have a significantly higher loss rate, allowing Alice and Bob to identify 
the presence of an eavesdropper and avoid using a compromised key.

The Franson interferometry technique used by Zhong et. al.7 to achieve security is also incorporated into 
our protocol. By having Alice and Bob use Mach–Zehnder interferiometers in their measurement apparatuses, 
a Franson interferometer is created between the two, allowing them to monitor the time-energy entanglement of 
the entangled photons used for timing synchronization during the dead time of the protocol. If an eavesdropper 
is present in the link between Alice and Bob, the time-energy entanglement will be disrupted, thus alerting Alice 
and Bob to the presence of an eavesdropper. The security of this technique is further analyzed in.13

A third layer of security, designed to monitor link availability, is incorporated into our QKD protocol by 
monitoring the round trip time between Alice and Bob. This prevents the use of time-delay attacks in which an 
eavesdropper randomly changes the propagation time of the photons between Alice and Bob. By continuously 
measuring the round trip time between Alice and Bob, these attacks can be reliably detected to prevent the use 
of unsecured key information.

It should be noted that our security implementation relies on the assumption that any potential attack would 
happen on a timescale long enough to guarantee that at least one successful timing synchronization occurs, 
thereby enabling the latter two of the three security checks to take place during the attack. While these security 
checks counter a variety of attacks, they are not foolproof and could be overcome by more sophisticated attack 
schemes.



2.4 Practical Implementation

A schematic used to implement our QKD protocol between a distant Alice and Bob is shown in figure 1. The
hardware setups used by Alice and Bob are identical to create the duplex connection necessary to complete timing
synchronization. A 1550 nm laser is used to generate the CW light needed to create the synchronization pulses,
encoded pulses, and entangled pairs. Half of this light is directed into an electro-optic modulator (EOM) driven
by an FPGA in order to generate synchronization and encoded pulses. The other half of the light is directed into
entangled pair generation setup where it is cut up into pulses via a seperate EOM driven by the same FPGA.
These pulses are then fed into a second harmonic generation (SHG) crystal to create the 775 nm light necessary
for pumping the spontaneous parametric down conversion (SPDC) crystal used for creating entangled pairs of
1550 nm photons.

The synchronization pulses, encoded pulses, and entangled photons are combined in the 50/50 coupler and
sent to the polarizing beam splitter (PBS), which sends vertically polarized light into the fiber and o↵ to Bob,
and horozintally polarized light to one of Alice’s composite Franson interferometer and superconducting nanowire
single photon detector modules (FI + SNSPD). The PBS has two purposes. First, it sends half of the light from
the synchronization and encoded pulses to Bob and the other half back to Alice so that Bob can recover the key
information and Alice can detect the frame and look for her idler photon. Second, it sends the idler photon of
the entangled pair to Bob while sending the signal photon to Alice so that they can timestamp the transmission
and arrival times. A circulator is used at both ends of the fiber link so that Alice and Bob can send and receive
light without needing to swap fiber connections.

3. EXPERIMENTAL IMPLEMENTATION

Figure 3. The experimental setup used to characterize our protocol.

3.1 Photonic Network Setup
The experimental setup used to test and characterize our QKD protocol is shown in figure 3. A 1550nm CW laser 
from ID Photonics (CDBX1) is used as a source of laser light for both photon pulse generation and entangled pair 
generation. In order to generate synchronization and encoded pulses, this light is fed to an acousto-optic modulator 
(AOM) from Gooch & Housego (R15200) where it is modulated into 4ns pulses with an average pho-ton number 
determined by the link loss and the decoy state. The AOM is driven by an FPGA (Zynq UltraScale+



RFSoC ZCU111 Evaluation Kit) connected to Alice’s PC.

Entangled pair generation is performed in three steps. First, the CW laser light is cut into 4 ns pulses via an
electro-optic modulator from iXblue (MX-LN-40) driven by the same FPGA. These pulses are fed into a second
harmonic generation (SHG) crystal from AdvR (RSH-T0768) used to upconvert the light to a wavelength of
775nm. The 775nm pulses are then directed to a spontaneous parametric down-conversion entangled pair source
from AdvR (WDC-K0768) which produces the signal and idler photons used for timing synchronization. This
entangle pair is combined with the pulses from the AOM using a 50/50 coupler and then sent to a polarizing
beam splitter (PBS).

As in the practical setup, the purpose of the PBS is to direct half of the light from the synchronization
and encoded pulses to Alice and the other half to Bob while also ensuring that Alice receives the signal photon
while Bob receives the idler. After the polarizing beam splitter, a 20km fiber spool is placed in front of Bob’s
SNSPD (a custom part constructed by NASA JPL) to simulate a telecom fiber link while a variable attenuate
is placed in front of Alice’s SNSPD to prevent the intense light from the AOM causing a quench in Alice’s SNSPD.

As mentioned in the timing synchronization explanation, a duplex link between Alice and Bob is required as
they must be able to share entangled photon with one another to recover both the time di↵erence between their
clocks and the round trip time. In our experimental setup, this is accomplished by simply changing the definitions
of Alice and Bob such that the fiber spool detector (top left of fig3) represents Alice while the attenuated detector
represents Bob. This e↵ectively sets the time di↵erence between Alice and Bob’s clocks to 0 as they share the
same TDC. Therefore measurements of the time di↵erence will only reflect the input jitter of the TDC. The
round trip time can still be measured in this setup, allowing us to indirectly measure thermal drift within the fiber.

3.2 FPGA Firmware and Software Implementation

Figure 4. A diagram of the software and firmware used to implement synchronization and QKD. Blocks in red are 
provided with this paper.

A ZCU111 evaluation board from Xilinx is used as the FPGA in this experiment because it o↵ers several RF 
DACs. The purpose of the FPGA is to generate electronic pulses with 250ps timing accuracy used to drive the 
AOMs and EOMs. The FPGA can be broken down into two main parts: the FPGA firmware and the ARM 
firmware.



The FPGA firmware defines the configuration of the FPGA fabric and includes custom hardware used to
drive the RF DACs present on the FPGA. This firmware maintains a reference clock inside the FPGA fabric
which is used to generate the time-bin encoding frames (fig.2). The FPGA firmware allows a user to configure
the clock period, reset the clock, enable phase measurement, and continuously stream frames of encoded pulses.

The FPGA firmware is controlled by the on-board ARM processor running its own C firmware. The ARM
firmware communicates with the FPGA firmware via a GPIO module connected to its AXI bus, and can detect
potential problems such as the lack of an input clock or an incorrect hardware configuration. The ARM firmware
can accept commands from the user via a UART or Ethernet connection and then route the commands to the
FPGA firmware. The ARM firmware also communicates the status of the FPGA hardware after each command
to the user.

The TDC used in this experiment is a quTAG TDC from qutools.14 The TDC is operated via the DLL
provided from the manufacturer. A Python wrapper is included which provides a simpler API, allowing the user
to arm the TDC to record photons and later retrieve the timestamps for each pulse. It should be noted that in
order to use this software, the DLLs from the manufacturer must be present in the System32 folder for Windows
machines.

The included Python API manages the FPGA and TDC. It can check to ensure each device is functioning
correctly and report any hardware issues back to the user. The API itself implements several high-level functions
including absolute time synchronization and key transmission. The API is designed to be seamlessly integrated
into user software so that the user can abstract away the various details of key transmission and synchronization
and accomplish both with a few function calls. The software and results used in this paper can be found in.15

4. RESULTS

Figure 5. A comparison between the key length and the error rate for various loss rates. Simulation results are solid lines
while experimental results are points.



Figure 5 shows the experimental and simulated results which examine the error rate (number of incorrect
symbols over total symbols) of the key as a function of the loss rate (number of pulses lost over number of pulses
transmitted) and the number of symbols (pulses) used to transmit the key. This data was taken using a time-
bin width of 100ns, a bin number of 4 (2 bits per pulse) and 100 synchronization pulses per key transmission,
resulting in an e↵ective key rate of 5Mb/s.

Two phenomena are seen in the experimental results. First, as the loss rate increases, so does the error. For
high loss rates, the decode algorithm can no longer reliably determine the position of the synchronization pulses,
resulting in error rates exceeding 90% ,whereas lower loss rates provide lower error rates down to 10% with a
loss rate of 0%. Second, the error rate increases as the length of the key increases. This is to be expected as the
error incurred from deviations of the predicted synchronization pulse position is cumulative with successive key
pulses, hence later pulses will experience larger error rates.

While the simulation results (solid lines) roughly agree with the experimental results (points), there are
several notable deviations. First, while the mean error is well-estimated for the 20%, 36%, 52%, 68% and 84%
experimental results, the simulated results predict a far lower error rate for the 0% loss case. The reasons for
this are unclear, but needless to say there are experimental parameters not captured in the simulation technique
which would explain this discrepancy. Second, the increase in error rate due to the increase in the key length as
seen in the experimental results is not seen in the simulation results. Again, this is likely because the simulation
technique does not accurately quantify the accumulation of predicted synchronization pulse errors. We plan
to ameliorate these discrepancies by including more experimental parameters such as TDC jitter and AOM
uncertainty in our future work.

5. FUTURE DEVELOPMENT

Figure 6. A direct measurement of the TDC’s timing jitter using both equations 1 and 2 with the output of the FPGA
connected directly to the input of the TDC.



5.1 Time Synchronization and Eavesdropper Detection Demonstration

Future iterations of this work will demonstrate the full time synchronization capabilities of the algorithm via
two methods. First, the thermally-induces length fluctuations of a long (20 km) stretch of fiber will be directly
measured using equation 1. Second, the timing jitter of the TDC will be measured by having Alice and Bob
share the same TDC and then use equation 2 to calculate their relative time di↵erence. When Alice and Bob
share the same TDC, they e↵ectively share the same clock as well, so we expect the only variations in time
di↵erence to be a result of the TDC’s input jitter.

Figure 6 shows the results from measuring the time di↵erence and path length between Alice and Bob
by directly connecting the electrical output of the FPGA to the input of the TDC in order to demonstrate
the functionality of the algorithm. The measured standard deviations of 7.5 and 6.7 ps agree well with the
manufacturer-reported standard deviation of 8.07 ps.14

Two forms of attack detection will also be presented: photon number splitting attacks and intercept-resend
attacks. Photon number splitting attacks will be performed by inserting a beam splitter into the path between
Alice and Bob at random times during a series of key transmissions and then detecting this attack by monitoring
the relative loss rates for each decoy pulse photon number. A successful detection would show that the presence
of a beam splitter decreases the fidelity of pulses with a lower photon number. Intercept-resend attack detection
will be demonstrated by randomly switching in a length of fiber (between 10 and 100 meters) during a series
of key transmissions and then monitoring the round-trip time between Alice and Bob. A successful detection
would show this significant positive deviations (more than 5�) from the mean path length when this extra fiber
length is present.

5.2 Decode Algorithm Improvements

One of the limiting factors in key fidelity is the quality of our decode algorithm. The current algorithm uses a
hard-coded heuristic approach to determine the start of the synchronization pulses and then predict subsequent
synchronization pulses to accurately decode the key information. While this approach works for small bin sizes (4
bins = 2 bits per pulse), it has di�culty scaling to larger bin sizes and shorter bin widths. Future iterations of this
work will include a decode algorithm which instead uses a least-squares fit of an expected series of timestamps
to determine the position of the synchronization pulses and more accurately find the location of subsequent time
bins to improve key fidelity.
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